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The IPv6 address block used in this recipe is reserved for documentation purposes and will not work in your 
environment. If you’re not sure how to determine the correct IPv6 address for your environment, refer to the FortiOS 
IPv6 Handbook Chapter.

Creating an IPv6 interface using SLAAC
In this recipe you will learn how to configure an interface on your FortiGate to  
assign IPv6 addresses. Using Stateless Address Autoconfiguration (SLAAC), the 
IPv6 interface will automatically assign IPv6 addresses to any device that connects 
to that port.

This recipe assumes that your Internet connection is enabled for IPv6.



Configuring the IPv6 
network interface
Navigate to System > Network > 
Interfaces and choose (or create) an 
interface appropriate for your network.

In the example, we are using port16 as the 
IPv6 interface.

Set the Addressing mode to Manual 
and enter the IP/Network Mask and IPv6 
Address for the interface.

Select the desired Administrative Access 
options.

Enabling router advertisements and 
configuring the IPv6 prefix list

This step must be performed in the CLI 
console.

In order for the IPv6 interface to 
autoconfigure IPv6 addresses, the interface 
must have router advertisements and specific 
IPv6 prefixes enabled.

Navigate to System > Dashboard > Status 
and scroll down to the CLI Console.

Enter the console and input the commands 
shown on the right.

config system interface
 edit port16
    config ipv6
      set ip6-address 2001:db8::1/32
      set ip6-send-adv enable
         config ip6-prefix-list
            edit 2001:db8::/32
               set autonomous-flag enable
               set onlink-flag enable
            next
         end
      end
  end



Configuring the IPv6 
firewall address
Navigate to Firewall Objects > Address > 
Addresses and select Create New > IPv6 
Address.

Under Category, ensure that IPv6 Address 
is selected.

Enter a Name for the firewall object and set 
the IPv6 Address to the address of the IPv6 
interface.

‘Bouncing’ the IPv6 
interface
You can now ‘bounce’ the IPv6 interface 
(bring the interface down and then back up). 
This causes a router advertisement using 
Neighbor Discovery Protocol, which performs 
address autoconfiguration and determines 
the reachability of neighboring nodes.

Navigate to System > Network > 
Interfaces and select the IPv6 interface you 
created earlier.

Set the Administrative Access to Down.

Return to the IPv6 interface and set the 
Administrative Access back to Up.



 
Alternatively, you can reboot the FortiGate 
device, or wait for the next router 
advertisement.

Results
If you haven’t done so already, connect a 
computer to the IPv6 interface you created.

On that computer, use the Command Prompt 
or Terminal, whichever is available, to view 
the IP configuration.

Windows: Enter ipconfig into the 
Command Prompt.

Mac: Enter ifconfig into Terminal.

You should see that an IPv6 address has 
been assigned using the prefix advertised on 
the connected IPv6 interface.


